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MNOJIOXKEHUE
06 o6GecrieueHnn 6e30NaCHOCTH NMEPCOHAIbHBIX JaHHBIX NPH HX 00paboTke B
uH(pOpPMAIHOHHOH CHCTeMe MePCOHATBHBIX JaHHBIX

1. OBIIHUE IMOJIOKEHHA

1.1. Hacrosmee Ilomoxenne ycramasnusaer TpebGoBaHHS K obecrmedeHHI0 0e30MacHOCTH
TIEPCOHATBHBIX JAHHEIX NpH HX 00paboTke B HH()OPMANMOHHEIX CHCTEMAaxX IIEPCOHANBHBIX JAaHHBIX
ToCy/IapCTBEHHOTO YUPEKICHHA COIHAIbHOro obcmyxuBanus «KOpPKHHCKHH IEHTP CONHATBPHOTO
obcmyxuBaHus» (Hamee — LEHTP), MPEACTABIAOIIMX COOOH COBOKYIIHOCTR IEPCOHANBHBIX NaHHBIX,
comepxamuxcs B 0a3ax MaHHBIX LEHTPa, a Takke HHPOPMAUMOHHBIX TEXHOIOTHH H TEXHMHYECKHX
CPEJICTB, MO3BOJIAIOIIMX OCYIISCTBIATE 00paGOTKY TakuX [EpCOHANBHBIX TAaHHBIX C HCIIOJIL30BAHHEM
CpEJICTB aBTOMATH3AIMH (fatee - HHHOPMAIHOHHBIE CHCTEMBL).

1.2. [lol TEXHHYECKMMHM CPEICTBAMH, [IO3BOJIONIMMH OCYIIECTBIATE 00pabOTKy IepCOHANBHBIX
IAHHBIX, TIOHMMAIOTCS CpPEJCTBA BEIYHCIHTENBHOM TEXHHKH, HH()OPMAIHOHHO-BBIYHCIUTEIBHBIE
KOMIIIEKCEl H CETH, CpE/CTBA M CHCTEMBI NEPENaud, npHeMa H 00paboTKH MEepCOHANBHBIX MaHHBIX,
IIPOrpaMMHEIE CPE/ICTBA, CPEJICTBA 3aIHTE HHGOPMAIMH, IPUMEHAEMBIE B HH(POPMAIIHOHHBIX CHCTEMAX.

2. TEPMHWHBI U OITPEJAEJIEHHU S

2.1. TlepconanbHble gaHHble - T00as MHQOpMANMsA, OTHOCAMAACA K IPAMO HJIM KOCBEHHC
OIpEENEHHOMY, HITH OIpefeieMoMy QH3HYECKOMY JTHILY. :

2.2. Hudopmanmonnas cHcTeMa mnepcoHaabHbIX AaHHbIX (HMCIIIH) - COBOKYIHOCTE
COmepIalIUXcsd B 0a3ax [aHHBIX [IEPCOHANBHBIX [aHHBIX M obecmeunBarolmmx ux 00paboTKy
HHGOPMAIHOHHBIX TEXHOIOTHH M TEXHUYECKHX CPEICTB.

2.3. OGpaGoTka mepcoHAJAbHBIX AaHHBIX - mo0oe JAelicTere (omeparus) WK COBOKYIHOCTE
meiicTBHH  (Omepanuii), COBEpIIAEMBIX C HCIIOJIB30BAHHEM CPEIACTB aBTOMaTH3alMu WiH  Ges
HCIOJBE30BAHMS TAKHX CPEJCTB C NMEPCOHAIBHEIME TaHHBIMH, BKIIIOYas cOOp, 3alHCh, CHCTEMaTH3alHIO,
HaKOILIEHHE, XpaHEeHHe, yTouHeHne (0OHOBIEHHE, M3MEHEHHUE), U3BJICYCHAE, HCII0IB30BAHNE, MIepeady
(pacrpocTpaHeHue, TIpeocTaBlIeHHe, JOCTYT), o0e3TnauBanye, OJIOKHPOBaHUE, YIAICHHE, YHHUITOXKCHHE
MepCOHANBHBIX JaHHBIX.

2.4. PacnpocTpaHeHHe NepPCOHAIBHBIX JAaHHBLIX - JICHCTBHS, HANpPAaBICHHBIC HA PACKPBITHE
TIePCOHAIBHBIX JAHHBIX HEOIPEAETECHHOMY KPYTY JIHIL.

2.5. YHHUYTOXeHHE NMEPCOHAJbHBIX TaHHBIX - JCHCTBHSA, B PE3yNbTaTe KOTOPBIX CTAHOBHTCH
HEBO3MOJKHGIM BOCCTAHOBUTH COJAEP/KAHHE IICPCOHANBHBIX [AaHHBIX B HHQOPMAIMOHHOM CHCTEME
IEpPCOHANBHBIX MAHHBIX M (MIH) B Pe3ysbTare KOTOPHIX YHHYTOXKAIOTCH MATEPHAIBHBIE HOCHTEIH

IEPCOHAIbHBIX JaHHBIX.

3. OCOBEHHOCTH OBECHOEYEHMS BE3OITACHOCTH IIEPCOHAJIBHBIX TAHHBIX
P X OBPABOTKE B MH®OPMAIIMOHHOW CUCTEME IIEPCOHAJIBHBIX
JAHHBIX

3.1. Mepsl o obecredennro 0e30IaCHOCTH TEPCOHAIBHEIX JAHHBIX IPHHMMANOTCS JULL 38[0UTH
IePCOHABHBIX JAHHBIX OT HEIPaBOMEPHOTO HIM CIYy4aHHOTO JOCTYyNa K HHM, YHHYTOXCHHSL
H3MEHEHHS, OIOKHPOBAHKS, KONHPOBAHMS, IIPEJOCTABICHNs, PACIPOCTPAHECHHA EPCOHANBHBIX AAHHBIX,



4 TAKKe OT MHBIX HEIIPABOMEPHBIX ASHCTBHI B OTHOIICHHH IEPCOHATBHBIX [aHHBIX,

3.2. Be30nacHOCTs NepCOHANBHBIX [AHHBIX IpH HX oOpaboTke B HH(QOPMAIHOHHOH CHCTEME
06ecIeunBACTCS ¢ TOMOMIBIO CHCTEMBI 3allUTEl IEPCOHANBHBIX JaHHEIX, HEHTPAIU3YIOMEH aKTyalbHbIe
YIPO3EL, OTPE/IENIEHHEIE B COOTBETCTBHH € Y4CTBIO 5 CTAThH 19 denepansaoro 3akoHa «O MepCOHATBHBIX
naEHEbX». CHCTEMA 3allUThl NEPCOHATBHBIX NAHHBIX BKIIOYAET B CeOs OpraHM3allHOHHBIE H (unm)
TeXHIYeCKHe MEpHI, OTpe/e/ICHHbIE C YIeTOM aKTyalbHBIX YTPo3 6e30I1aCHOCTH NEPCOHANBHBIX JAHHBIX
1 HH(POPMAIHOHHBIX TEXHOJIOTHH, HCIIOJB3YEMBIX B AH(GOPMAIHOHHBIX CHCTEMEX.

3.3. PaGorel mo obecrmeueHHI0 0€30IAcHOCTH INEPCOHATBHBIX JaHHBIX IIPH HX obpabGotke B
MHGOPMAIMOHHBIX CHCTEMAX ABIAIOTCH HEOTBEMJICMOH acThiO paboT 10 CO3JaHMI0 HH(OPMALHOHHBIX
CHCTEM.

3.4, Mepsl no ofecnedeHio Ge30MaCHOCTH IEPCOHAIBHBIX TAHHBIX PeAH3yIOTCH B TOM HHCIC
TIOCPEICTBOM IPUMEHEHHS B HHPOPMAIMOHHOH CHCTEME CPE/ICTB 3aIlUTE uH(OpMALHH, TTPOMIEANIHX B
YCTAHOBJIGHHOM IIOPSIKE IPONETYPY OUECHKH COOTBETCTBUS, B CIydYasX, KOIla NPHMEHEHHC TaKHX
CPEICTB HEOOXOMMMO il HEHTPaIH3alHK aKTyalbHBIX yrpo3 6€30aCHOCTH IIEPCOHANIBHBIX JaHHBIX.

3.5. B mHGOpMALUMOHHEIX CHCTeMaX MEpPCOHABHBIX JAaHHBIX NEHTPa YCTAHABIHBAFOTCA ypOBHH
3AIMMIEHHOCTH [ICPCOHATBHBIX JAHHBIX B 3aBHCHMOCTH OT yrpo3 0e30IaCHOCTH STHX IAHHBIX B
COOTBeTCTBHM ¢ «TpeGOBaHWAMH K 3aIATE IIEPCOHANBHBIX JAHHBIX MPH KX obpaboTke B
WHGOPMAIMOHHBIX ~ CHCTEMAX  NEPCOHANBHBIX  JAHHBIXY,  YTBEPKICHHBIMH [TocTaHOBICHHEM
ITpaButensetsa PO ot 1 Hoa6pa 2012r. Ne 1119,

3.6. O6MeH TEepCOHATBHBIME @HHEIMH IIpH HX 00paboTke B HH(QOPMALMOHHEIX CHCTEMaXx
OCYINECTBISIETCA IO KaHalaM CBs3H, 3allATa KOTOPBIX obecrieyrBaeTCAd INYTEM PpEalH3allHy
COOTBETCTBYIOIIMX OPraHM3allOHHBIX MEp, & TAloKe NPUMEHEHHA TEXHHUCCKHX H (MM) TpOrpaMMHBIX
CpeZCTB.

3.7.B ueHTpe OpraHM3OBaH DPEXHM oOccrieueHHs Oe30MacHOCTH MOMEIICHHH, B KOTOPBIX
pasMemeHa MHGOPMALMOHHAS CHCTEMa, TNPCIATCTBYIOMHME BO3MOXHOCTH —HEKOHTPOJHPYEMOTC
IPOHEKHOBEHHS WIH IpeObiBaHHA B ITHX IOMCIICHHAX IHIl, HE HMCIOMMX Ipasa NOCTyNa B STH
[IOMETEHH .

3.8. Be30macHoCTh [epCOHANBHBIX JaHHBIX TpH HX 06paboTke B MH(OPMAIMOHHOH CHCTEME
IEPCOHATBHEIX JAHHBIX 00ECIICIMBAOT OTBETCTBEHHEIH 32 obecrieuenne Ge30MACHOCTH MEPCOHATBHBIX

JaHHBIX ¥ aMHHACTPATOp GE30IIaCHOCTH.
4. TPEBOBAHHSI 110 OGECIIEYEHHIO BE3OITACHOCTH

4.1. Ilpn o0paboTKe IEpPCOHAIBHBIX MaHHBIX B HE(QOPMAIMOHHOM CHCTEME JIOJDKHO OBITE
obecnedeHo:

4.1.1.ipoBesicHAE MEPONPUATHIL, HANpPaBIEHHBIX HA MPEJOTBPANICHHE HECAHKIHOHHPOBAHHOIC
JOCTyIIa K TIepCOHAIBHEIM JAaHHBM H (HJIHM) Iepefady HX JTHIaM, He IMCIOIEM IIpaBa [0CTyna K TaKok
ur(opManyy;

4.1.2.croeBpeMerHoe oOHapykeHHE (AKTOB HECAHKUMOHMPOBAHHOIO ZOCTYNA K ICPCOHANBHBIV
IAHHBIM;

4.1.3.IpeIyIpekieHre BO3MOKHOCTH HEOIIaronpHsTHEIX TOCIIENCTBHI HAapyLOEHHS IIOPAIK:
IOCTyIA K HHGhOPMAIlHH;

4.1.4.He/10TyIIEHAE BO3JCHCTBHMS Ha TEXHHYECKHE CpCICTBa ABTOMAaTH3HPOBAHHOH 00pabOTKE
IIepCOHAIBHBIX JaHHBIX, B PE3yJIbTaTe KOTOPOTO MOXKET OBITH HAPYIIEHO HX QYHKIMOHIPOBAHHE;

4.1.5.BO3MOXHOCTE He3aMeUIATENTLHOTO BOCCTaHOBJIEHHUS NIePCOHAIBHBIX JAHHBIX



MO(HIEPOBAHHEIX WM YHHITOXKECHHBIX BCIIEACTBAC HECAHKITHOHHPOBAHHOTO JOCTYTIA K HUM,;

4.1.6. IOCTOSHHBIH KOHTPOJIb HaJl 00ECICIeHIEM YPOBHS! 3aIHINEHHOCTH MEPCOHANIBHBIX NaHHBIX.

4.2, MeponpuaTus 10 obecnedeHro 6e30I1aCHOCTH NIEPCOHATBHBIX JAHHBIX IIPH HX o0paboTke E
HHGOPMAITHOHHBIX CHCTEMAX BKJIFOYAIOT B CeOs:

4.2.1.ompeenenne yrpos 6e301acHOCTH IEPCOHATBHBIX IAHHBIX IPH HX 00paboTke B UCTIOH;

4.2.2.11pEMeHEHNEe OPTaHM3AlMOHHBEIX H TEXHWYECKHX Mep IO O00ecmedyeHHro 6e30macHOCTH
EPCOHANBHBIX JaHHBX npd uX obpaborke B MICII[IH, HEOOXOMMMBIX Ui BBIIOTHCHHS TpeOGOBaHMH ¥
3aIUTE IEPCOHATRHBIX JAHHBIX, HCIONHEHHE KOTOPEIX 00eciednBacT yeTaHoBICHHbIE [IpaBuTensCTBOM
Poccuitckoit @enepaiiy ypOBHH 3aIHINEHHOCTH MEPCOHANBHBIX TaHHBIX;

4.2.3. ouerKy 5(h(deKTHBHOCTH MPYHAMAEMBIX Mep 110 ofecredeHrio 6e301aCHOCTH IePCOHANBHBIX
JaHHEBIX 70 BBoja B okcuryatammo UCILIH;

4.2.4.y49eT MAIIHHHBIX HOCHTEJIEH IIePCOHATbHBIX JaHHBIX,

4.2.5.ycTaHOB/EHYE TIPABMJ LOCTYIA K IEPCOHANBHBIM JaHHBIM, 00pabaThBacMbIM B UCILH, ¢
TaKKe 00eCIedenre PErHCTPALlH H yueTa BCeX NEHCTBHMA, COBEPIIAEMBIX C NEPCOHATBHBIMA TAHHBIMHU E

HUCITHu; i

4.2.6.KOHTPOTH 3a TIPUHHMAEMBIMH Mepamu M0 obecredeHnIo Oe30MacHOCTH MEPCOHATBHBL
naHHBIX ¥ yposHa sammmenHocty UCIT g,

4.2.7.03HaKkoMiIeHHE DPabOTHHKOB II€HTPa, HEIMOCPEACTBEHHO OCYINECTBILIOIIX obpaboTky
epCOHANBHEIX TAHHBIX, C [OJIOKEHHAMHE 3aKOHO/aTeNbeTBa Poccniickol @enepanuu O NEPCOHATBHBD
NAHHBIX, B TOM uMcie TpeOOBAHMUIMH K 3alIHTe NEPCOHATBHBIX JAHHBIX, JOKYMEHTAMH, OIPEACIITIOMIMY
[ONHTHKY HEHTPa B OTHOINEHHH 00paboTKY NEPCOHATBHBIX JAHHBIX, JIOKABHBIMK aKTaMK II0 BONpocay
06paGOTKH MepCOHATBHBIX JaHHbIX, H (HIH) 00yUeHHe yKasaHHEIX PabOTHHKOB.

4.3. OcymecTBIEHHE MEPOIPHATHH 110 obecredeHui0 Ge30MacHOCTH NEPCOHATBHBIX AAHHEIX Pk
X 06paGoTKe B HHMOPMAIMOHHON CHCTEME BO3JIATAeTCA Ha a/IMEHACTPAaTopa 6e301acHOCTH.

4.4, CIHCOK ITHI, MMEIOIUX IPaBO JIOCTYNa K IEPCOHAIBHLIM [IaHHBIM, YIIOTHOMOYCHHBIX Hi
06pafoTKy STHX J[@HHEIX M HECYIIHX OTBETCTBEHHOCTh B COOTBETCTBAM C 3aKOHOJATENBCTBOM
Poccuiickoif @enepandn 3a HapyIIEHHE PEKHMA 3alUTHl MEPCOHANBHBIX JAHHBIX, YTBEPIKIACTCS
IUPEKTOPOM IIEHTPA.

4.5. PaGOTHMKHM LEHTpa, KOTOPHIM JOCTYN K IEPCOHANBHBEIM JAHHBIM, 0OpabarsBaeMEIM I
HH()OPMAIHOHHON CHCTEME, HEOOXOMM /Il BBITIOIIHEHHS HMH TPYIOBBIX o6A3aHHOCTEH, I TTOTy4EHHs
JOCTyHa K MH(MOPMALMOHHON CHCTEME HATPABIIOT IMMCBMEHHBIA 3aIPOC HA MM OTBETCTBEHHOIO 3¢
obecreucHue OE30IIACHOCTH NTEPCOHANBHBIX TaHHBIX.

4.6, Ilpm oOHapyKeHHH HapyIIEHHH TOpSAKA INPEAOCTABJICHHA IICPCOHANBHBIX NaHHED
8IAMHMHACTPATOp OE30MACHOCTH HE3aMEIIHTETbHO NMPHUOCTAHABIHBACT NPEIOCTABICHHE ICPCOHANBHBE
JAHHBIX TIONB30BATEIIM HH(GOPMAMOHHOM CHCTEMB! 10 BBIABJIEHHS NPHYHH HApYIICHHH M yCTPaHCHM:
9THX TIPHYHH.

4.7. Viaste TpeGoBamms mno obecmedeHMIo 6e30macHOCTH ' MH(OPMAlMH H CPE/ICTEB  3ALIHTE
pHGOpMAILME B IEHTPe BBIIOIHSIOTCH B COOTBETCTBUH C TpeOOBAaHHSMH (EAEpalbHBIX OpraHol
HCIIOTHHTENGHOM BIACTH M OPTaHOB HCTIOJHATENBHOM BlacTH YensaOunHcKod 00macTH.

5. PETHCTPAIINA COBBLITHI BE30OIIACHOCTH HUCIIOH

5.1. B VCII/{a nomnexar PETACTPALHH CICIYIOMHE COOBITHA:
5.1.1. Bxoa (BBIXOZ), & TaKkxke MOINBITKA BXoma cybpexros noctyma B MCIIIE m 3arpysk

(ocTaHOBa) ONMEPALHOHHOH CHCTEMEL



5.1.2.moaximodeHne MallUHHBIX HOCUTENeH HMH(GOpMaluHd M BBIBOJA WH(OOPMAIMH HAa HOCHTEIH
HHOOpMAITHH;

5.1.3.3anyck (3aBeplleHHe) IporpaMM H IIPOLECCOB (3afaHui, 3a1ay), cBI3aHHEIX ¢ 00paboTkoH
3amumaeMoit HHbOpMAIHH;

5.1.4.IOTIBITKH  IOCTYIA IIPOTrPaMMHBIX CPEJACTB K OIpelefiieMbIM ONepaToOpoM 3aIlUINAeMEIM
o0bekTaM gocTyna (TeXHHYEeCKHM CpeICTBaM, y3JaM CeTH, JIHHUSAM (KaHajaM) CBS3H, BHEIIHHM
ycTpoHcTBaM, IporpaMMmaM, TOMaMm, Katajiorawm, (afinam, sanucaM, IOJSM 3allMcel) H WHBIM 00BeKTam
JIOCTYyTIA;

5.1.5.IOTBITKY YAAIEHHOTO JOCTYIIA.

5.2. Cpoxu xpaneHHs cOOBITHIH G€30MaCHOCTH ONPENEISIOTCS 3a8JAHHBIME HACTPOMKAMH CPEICTB
3aMKTEl HHQOPMAIMH OT HeCaHKIIHOHHPOBAaHHOTO AOCTYTIA,

5.3. CocraB u conepxasue HHHOpPMaUH O COOBITHIX O€30IacHOCTH:

5.3.1. THOEI COORITHS,

5.3.2. naTa ¥ BpeMs COOBITHS;

5.3.3. uaeHTHGUKAITHOHHON HHPOPMALIMH UCTOUYHNKA COOBITHS O€30I1aCHOCTH;

5.3.4. pe3ynerat cOOBITHA 6€30IMaCHOCTH (YCIIENTHO MITH HEYCIEITHO);

5.3.5.cybrextr moctynma (monb3oBarenk W (WIH) TpOIEcc), CBA3AHHBIA C JAHHBEIM COOBITHEM
0e30I1aCHOCTH.

5.4. COop, 3ammce u xpaHeHue WHGbOpPMALHMH O - COOBITHSX OE30MaCHOCTH B TEYEHHE
YCTAHOBJIEHHOTO BPEMEHH XPaHEHHUs IPEyCMaTPHBACT:

5.4.1.B03MOKHOCTE  BbIOOpa  aagMUHHMCTpaTOpoM 0Oe3omacHOCTH cOOBITHH — Oe30macHOCTH,
MOJUICKAIHX PETHCTpalu¥ B TEKYIIMH MOMEHT BpeMeHH: o0ecneunBacTCs BO3MOXHOCTIMH
ONepaIMOHHOM CHCTEMEI H CPENICTB 3aIIUTHI HHPOPMAIUK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA,

5.4.2.renepanuro (cOop, 3ammch) 3amuced perucrpaund (ayauTa) Uis coOBITHH 6e30macHOCTH,
MONIEeXKAIUAX PETHCTPAHK (ayAUTYy) B COOTBETCTBHH ¢ II. 5.1 Hacrosmero [lomoxkenus ¢ cocraBoM u
coziepKaHueM HH(QOPMAIHH, OIpe/IeIeHHBIMHE B COOTBETCTBHH C II. 5.3 HacTosmero [1oIoKeHus.

5.4.3.xparenue uHbOpPMAIH O COOBITHIX 0E30MIaCHOCTH B TeYEHHE BPEMEHM, YCTAHOBIEHHOTO B
COOTBETCTBHH ¢ II. 5.2 Hactosmero [lonoxenus.

5.5. Jloctynm K 3amucsM pErHCTpaldd CcOOBITHH M (DYHKIUSAM YIIPaBICHHA MEXaHH3MaMH
PeruCTpaIiy NpeIocTaBIsIeTcs TOIBKO aIMIHHUCTPATOPY O€30MacCHOCTH W 00CTY XKHUBAIOIIEMY TIEepCOHAITY
[I0J] KOHTPOJIEM aMHHUCTPATOPa OE30IIACHOCTH.

C monoxeHHeM o3HakoMIIeHEI: 29.12.2023r.
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